WHO WE ARE:
GetMyHealthData is a national campaign designed to help patients gain access to their health
information in electronic, computable formats.1 We provide patients with online resources that help
them understand how to get their health data from providers and other data holders, and help them
troubleshoot obstacles along the way. We also offer providers resources to help them successfully
meet patient data requests. We learn about the realities of getting and using digital health information
from patients and providers, and we advocate for advancements in policy and practice. We have
recruited a cadre of volunteer patients to serve as test cases, or “Tracers,” to track and record their
experience requesting their health data under HIPAA, Meaningful Use and other means such as
BlueButton. Thus far, Tracer experiences reveal several challenges with today’s policies and practices,
particularly in the area of provider awareness, costly fees and technology usability issues. These
experiences inform our comments below.
OUR COMMENTS:
Overall:
• We commend the overall acknowledgement reflected in the draft legislation that patient access is
an essential part of improving health IT for providers and for patients.
• We are particularly supportive of the call for patient access to longitudinal data that is easy to
understand, secure and updated automatically. It is essential to move away from the era of
“records requests” toward the day when all patients have automatic, easy access to their up-todate health data whenever and wherever they need it.
• We recommend the legislation clearly defines “health information technology,” so it is clear
whether or not the legislation would encompass products such as consumer-facing apps, as well as
physician-facing electronic health records (EHRs). We assume in our comments the legislation is
intended to impact the EHR marketplace, but would not, for example, certify and rate consumer
health apps.
o HITECH defines health IT as hardware, software, integrated technologies and related
licenses, intellectual property, upgrades, and packaged solutions sold as services that are
specifically designed for use by healthcare entities for the electronic creation, maintenance,
or exchange of health information.
Section 13103, Assisting Doctors and Hospitals in Improving the Quality of Care for Patients.
We are concerned about the concept of burden overall in this section. When it comes to considering
whether certification programs, standards, and the other criteria listed are “burdens,” these “burdens”
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are neither objectively measureable (which would determine whether they are a burden or not), nor
are they considered in relationship to the benefits they may deliver (to providers or to patients). While
overall we are greatly supportive of introducing efficiencies into provider and patient workflows,
identifying some key aspects of health IT as “burdens” is problematic, including and especially patient
access, privacy and security. For example, the burden a provider may encounter complying with HIPAA
privacy and security requirements could be worth it, if the benefit is preventing the public disclosure of
even one patient’s sensitive personal health information. Further, it is important to be mindful of the
burden that lack of health IT or dramatic reductions in necessary documentation could pose for
patients and/or the integrity of the health system as a whole.
• One alternative would be to reframe the concept of burden to one of “introducing efficiencies”
in the areas listed (A-K in Section 13103.)
While we take issue with the idea of burden (without corresponding thought given to benefit), we
recognize that overly onerous documentation requirements can significantly detract from the ideal
care experience for clinician and patient. We strongly encourage that, if the legislation preserves the
construct of “burden,” then the legislation should expand the concept to include the burden on
patients when it comes to inefficient, confusing and complex user experiences (such as within patient
portals).
We offer the following recommendations in this Section:
• Explicitly include patients in the list of entities that HHS should consult with (page 2, lines 6-14).
• Consider refocusing this section only on “documentation” burden for physicians that are more
administrative in nature.
• In Section (2) on page 3, beginning on line 12, if the section is not pared down to focus on
administrative documentation and reporting: consider adding recommendations developed to
“improve patient and family engagement.”
• On Page 4, lines 15-24, add a recommendation regarding how patient-generated health
information can improve documentation and reduce burden/improve efficiency for providers. We
believe that when patients have access to longitudinal, computable health information across
providers and systems, the ability for patients to share that information (and providers to upload it
into their EHRs) could considerably reduce documentation burdens for both patients and providers.
Section 3009A. Health Information Technology Rating Program.
On page 12, lines 19-24 and continuing on the next page, we recommend adding a reporting category
on patient user interfaces, and specifically those that promote electronic access and download or
transmit of health information. Zibdy Health, an app company in San Diego, is documenting a wild
array of confusing interfaces that patients are experiencing today when they try and download their
health data from EHRs, which is likely affecting the rate of patient electronic access. (click here for
examples)
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Section. 3022 Information Blocking.
•

•

In the definition of Information blocking on page 22, line 17, we suggest that blocking patient
access be included in the definition as follows (in italics): “with respect to health care providers, the
person or entity knowingly and unreasonably restricts electronic health information exchange to
patients, families or for patient care…”
In the section on Rulemaking, page 23, lines 4-6, we recommend that the Secretary be directed to
identify actions that meet the definition of information blocking with respect to health care
providers, including what constitutes information blocking in patient access to electronic health
information in a computable format.”

Section 3003. Setting Priorities for Standards adoption
•

On page 49, lines 12-12, and on page 53, lines 20-22, we recommend this be more consistent with
the patient access section, specifying the “facilitation of individuals’ access to electronic,
longitudinal health information including in a computable format.”

Section 7. Empower Patients and Improving Patient Access to their Electronic Health Information
We are pleased to see this section’s inclusion in the legislation; based on the experience of our Tracers
across the country, improvements in patient access are sorely needed.
In Section 7(c) on page 77: Health Information Exchanges (HIEs) are one important mechanism that
could facilitate patient access. Unfortunately, HIEs do not currently cover every American, and those
that are operational don’t always offer patients access to their own health information. However,
there is a tremendous need to educate providers about the myriad of options they have for giving
patients electronic access: HIEs, patient portals, personal health record (PHR)-type applications, and
other apps that utilize APIs. Importantly, we also need to incentivize EHR vendors to enable all of
these options. Most vendors developing certified products for have deployed patient portals, but
could also establish connections with HIEs and apps to provide patients with electronic access.
Educating providers and incentivizing vendors to offer these options is essential to preventing the
proliferation of a single technology solution such as a portal.
• We suggest that this section be expanded to require ONC, OCR, and CMS to educate providers and
vendors about the range of technical options available for giving patients access to electronic
health information.
We agree that federal leadership is needed to support advancements in technology, policy and patient
access (page 59-60). However, on page 60, line 3, it is unclear what “without burdening the health
care provider involved” means. Our interviews with providers who successfully provide patients with
electronic access universally indicate that it may seem like a burden at first, but that the “burden”
becomes more than worth it because the provider is able to identify benefits to their own institution
that generate significant returns on their investment.
• We recommend line 3 on page 60 be reframed to state “in a form convenient and efficient for both
the patient and provider involved.”
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On page 60, lines 17-15: We strongly support more education for providers about consumers’ rights to
and the benefits of electronic access. The experience of our Tracer patients shows this is a significant
and pressing need. We offer the following recommendations:
• We recommend on page 60, lines 21-23 be amended as follows: “The Director of the Office for Civil
Rights, in consultation with the National Coordinator, shall, as appropriate, update the Internet
website of the Office and any other education initiatives with information to assist individuals and
health care providers in understanding a patient’s rights to access and protect…” The current
websites of OCR and ONC offer current information already, and it is clearly not sufficient. The
majority of providers still do not understand or have a workflow that permits them to easily comply
with patients’ requests for their electronic health information. Striking the language noted would
create a broader education campaign.
o We suggest strongly that the legislation authorize appropriations for this education
initiative. It should be a major priority for the new Administration.
• We also support educating providers and patients specifically about “best practices for requesting
personal health information in a computable format…”
• Certifying usability for patients is essential. As noted previously, patients are facing a dizzying array
of interfaces when it comes to accessing and downloading their health information, as
documented:
o On page 61, we support the creation of “…certification criteria [that] support patient access
to their electronic health information, including in a single longitudinal format that is easy
to understand, secure, and may be updated automatically.” (emphasis added). Progress
must be made in the area of both longitudinal data and data that is updated automatically if
more consumers are to use and benefit from digital health data.
o And, as noted above, it will be important to find efficient means for giving patients
electronic access including and beyond a patient portal. Certification criteria that improve
the usability and functionality of portals, and that create the capacity for EHRs to connect to
other sources- such as apps or HIEs – will improve patient access and introduce efficiencies
for providers.
• We are also pleased to see that the HIT Advisory Committee would prioritize standards,
implementation specifications and certification criteria for EHRs surrounding patient access and
usability.
• Likewise, we support enabling patients to request their data directly from business associates.
This legislation has potential to make important strides for patient access to electronic health
information in a computable format. There are 3 additional areas we believe must be addressed in this
bill to achieve its stated goals:
1. Eliminate fees for patient access. – Charging fees for patient access to electronic health
information should be banned. It is a major barrier to patients’ successfully using longitudinal
health information in a computable format today. While HIPAA allows for “per page” fees for
paper medical records, patients should never be charged fees for access to their electronic data,
and certainly not “per page fees” since there are no pages in electronic data. We are also seeing
some providers charge fees (click here for example) of more than $200 per year for patients to
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access basic health information on a portal. This is a major burden for patients. We propose the
legislation:
o Provide for the first annual copy of a patient’s health information at no charge. That
should include both paper and electronic health information. The Committee could
consider limiting the free first copy to any health care delivered in the past five years
(which would increase the odds that the records are electronic and/or on site), and it
could also say that there should be no fees for any data produced and delivered
electronically.
We simply must stop treating patients’ data as a revenue line item or competitive asset not to be
shared. If providers are no longer allowed to charge fees, the market will find and introduce
efficiencies to make it more convenient for patients, providers and their staff.
2. EHRs should easily upload patient electronic data: EHRs today largely don’t have the capacity to
seamlessly upload patients’ electronic health information, and make that information easily
actionable for clinicians. The legislation should incorporate the development of standards,
certification criteria and implementation specifications for such a capacity, and make this capacity
part of the EHR rating program.
3. Creating a privacy framework for consumer apps: As we (rightly) increase the amount of data
patients are able to access and download, we must think about what consumers will do with this
information. Many consumers will use consumer-facing apps, which are not currently covered by a
privacy framework that would, for example, prohibit the sale of identifiable consumer health data
without patient consent. To address this the legislation should:
o Require a 6-month study and report by ONC in consultation with OCR and FTC and other
relevant agencies on the most appropriate methods for protecting consumer privacy in
consumer-facing apps such as PHRs. This should include evaluation of a range of
options - including legislative changes, regulatory changes, and voluntary methods (such
as a code of conduct or best practices). The study should include the pros and cons of
these mechanisms as well as key policy categories needed to protect privacy while
advancing innovation. It should also include recommending ways to promote the use of
ONC’s Model Privacy Notice among consumer-facing apps. The Model Notice
standardizes the format in which privacy policies are displayed, similar to a nutrition
label (it does not dictate the policy itself, but rather provides a supplemental format for
displaying existing policies).
Thank you for the opportunity to comment on the committee’s discussion draft of health IT
legislation. We look forward to working with the committee on opportunities to remediate barriers
to individual access and use of electronic health information. If you have any questions about our
recommendations, please contact Christine Bechtel, campaign coordinator, at
Christine@getmyhealthdata.org or (202) 412-4397.
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